


Record of Changes

Arkansas Emergency Operations Plan

CIKR Support Annex

	Date of Change and Initials
	Location and Nature of Change

	9/23/2010 - DBB
	Removed Game and Fish per that agency’s request

	7/7/2010 - DBB
	Pages 2 & 16 changed name of State Treasurer’s office to proper format

	6/15/2010 - DBB
	Changes to pages 2 & 5 to remove repetitive wording

	6/15/2010 - DBB
	Explanation of the NDC program pg.6

	6/3/2010 - DBB
	Added fusion center SOPs as a reference document pg. 3

	6/3/2010 - DBB
	Added ACAMS SOPs as a reference document pg. 5

	6/3/2010 - DBB
	Reflected that ADEM performs the annual Data Call pg. 6

	6/3/2010 - DBB
	Added NWACC as Associated organization pg. 8

	6/3/2010 - DBB
	Added ACAMS database to information sharing pg. 10

	2/16/2010 - DBB
	Attachment #1  “State of Arkansas National Infrastructure Protection Plan Overview” (EMAP)

	1/15/2010 - DBB
	Additional table changes (Table 1) AGFC CIKR relationship

	12/28/2009 - DBB
	Changes to table to reflect agency CIKR associations (Table 1)

	12/22/2009 - DBB
	added relevant document to list

	12/17/2009  DBB
	Added several references

	11/25/2009  DBB
	Wording changes and punctuation changes throughout document


Critical Infrastructure Key Resources (CIKR) Support Annex

Coordinating Agency:  
· Arkansas State Police 
Primary Agency:  
· Arkansas State Police 
Support Agencies:  
· Agriculture Department  
· Department of Information Systems
· Arkansas Energy Office 

· Arkansas Public Service Commission

· Natural Resources Commission 
· Department of Emergency Management
· Department of Education

· Department of Health

· Department of Human Services 
· Arkansas Economic Development Commission
· Department of Veteran Affairs
· Department of Environmental Quality
· Highway and Transportation Department
· Office of State Treasurer 
· Arkansas State Fusion Center
· Joint Terrorism Task Force
Authorities and References:
· Arkansas Homeland Security Advisory Group (ARHSAG) 

· Arkansas Emergency Operations Plan

· Arkansas Pandemic Influenza Operational Plan
· Critical Infrastructure and Key Resources Support Annex to the National Response Framework
· National Infrastructure Protection Plan (NIPP)
· Critical Infrastructure Information Act of 2002 (CII Act)
· HSPD – 3:  Homeland Security Advisory System
· HSPD – 5:  Management of Domestic Incidents
· HSPD – 7:  Critical Infrastructure Identification, Prioritization, and Protection
· National Strategy for the Physical Protection of CIKR
· Critical Infrastructure Warning Information Network 
· CIKR Asset Protection Technical Assistance Program
· Arkansas ACAMS SOP
· State Official’s Guide to Critical Infrastructure Protection

· Report for Congress - Critical Infrastructures: What makes an Infrastructure Critical? Dated 01/29/2003
· State of Arkansas Standard Operating Procedures for Protected Critical Infrastructure Information: 2009 Revision
· Final Rule: Procedures for Handling Protected Critical Infrastructure Information
· Pandemic Influenza Preparedness, Response, and Recovery Guide for CIKR
· Arkansas Executive Order 08-11 (Established the Arkansas State Fusion Center)

· AR Water/Waste Water Response Network, Mutual Aid & Assistance Agreement
· Maritime Transportation Security Act (MTSA) of 2002
· DHS Buffer Zone Protection Program (BZPP) 

· Homeland Security Appropriations Act of 2007 H.R.5441 Sec.550 (Public Law 109-295)
· Arkansas State Police Emergency Operations Plan

· State of Arkansas Continuity of Operations Plan – State Police

· Arkansas State Police General Operations Policy Manual
· Arkansas State Fusion Center Standard Operating Procedures
I.  
INTRODUCTION 

    
A.  Purpose 
This annex describes policies, roles and responsibilities, and the concept of operations for assessing, prioritizing, protecting, and restoring Critical Infrastructure Key Resources (CIKR) of the State during actual or potential incidents. The annex details processes to ensure coordination and integration of CIKR-related activities among a wide array of public and private incident managers and CIKR security partners within immediate incident areas. Specifically, this annex does the following: 

· Describes roles and responsibilities for CIKR preparedness, protection, response, recovery, restoration, and continuity of operations.

· Establishes a concept of operations for incident-related CIKR preparedness, protection, response, recovery, and restoration.

· Outlines incident-related actions (including preresponse and postresponse) to expedite information sharing and analysis of actual or potential impacts to CIKR and facilitates requests for assistance and information from public- and private-sector partners. 


B.  Scope
This annex addresses integration of the CIKR protection and restoration mission as a vital component of the State’s unified approach to incident management. 
Critical infrastructure includes those assets, systems, networks, and functions—physical or virtual—so vital to the State that their incapacitation or destruction would have a debilitating impact on security, national economic security, public health or safety, or any combination of those matters. Key resources are publicly or privately controlled resources essential to minimal operation of the economy and the government.
CIKR is organized into 18 sectors (see Table 2) that together provide essential functions and services supporting various aspects of the State government, economy, and society. 
Processes outlined herein apply to State government departments and agencies during incidents with potential or actual CIKR impacts—and may apply to, or involve, incident managers and security partners at other levels of government and the private sector, including CIKR owners and operators.

C.  Policies 
Federal policies for CIKR protection and preparedness are established through the following authorities: Homeland Security Act of 2002; Homeland Security Presidential Directive (HSPD) 7, Critical Infrastructure Identification, Prioritization, and Protection; the National Strategy for the Physical Protection of Critical Infrastructure and Key Assets; the National Strategy for Securing Cyberspace; and other relevant statutes, Executive orders, and Presidential directives. 

HSPD-7 charges the Secretary of Homeland Security with responsibility for coordinating the overall national effort to enhance the protection of the CIKR of the United States.  
This annex does not alter or supersede existing:
· Statutory responsibilities for CIKR protection, incident management, emergency management, or other related functions under the law.

· Regulatory, contractual, or other legal relationships between State agencies and the private sector.
II.  
CONCEPT OF OPERATIONS
The concept of operations describes approaches, processes, coordinating structures and incident-related actions required for the protection and restoration of CIKR assets, systems, networks, or functions within and outside the impacted area. The processes described herein are detailed further in standard operating procedures and other related guidance. 

Specifically, the concept of operations focuses on processes and actions for CIKR-related:

· Situational awareness. 
· Impact assessments and analysis. 
· Information sharing. 
· Requests for assistance or information from private-sector CIKR owners and operators.
General

Addressing CIKR-related prevention, protection, preparedness, response, and recovery requires cooperation and collaboration between and among CIKR entities. A primary objective of this collaborative effort between the private-sector owners and operators; State and local governments; nongovernmental organizations; and the Federal government is to ensure that resources are applied where they offer the most benefit for mitigating risk, deterring threats, and minimizing the consequences of incidents.

The Arkansas State Police (ASP) is responsible for leading, integrating, and coordinating the overall effort to enhance CIKR protection. Responsibilities for CIKR support that are most applicable during incident response include:

· Identifying, prioritizing, and coordinating action in support of the protection of critical assets, systems, and networks, with a particular focus on CIKR that could be exploited to cause catastrophic health effects or mass casualties comparable to those produced by a weapon of mass destruction.
· Tier I/Tier II List: This is a DHS program referred to as the National Data Call (NDC) which identifies nationally significant, high-consequence assets and systems within the State. Assets and systems identified through this program include those that, if destroyed or disrupted, could cause some combination of significant casualties, major economic losses, or widespread and long-term disruptions to national well-being and governance capability. As part of the NDC the State proposes CIKR assets to DHS annually.  DHS reviews the asset nominations and the justification for nomination provided by the state.  These assets are either approved or rejected as tier I or tier II assets. The Arkansas Department of Emergency Management (ADEM) is the lead agency for this program.
· Establishing and maintaining a comprehensive, multitiered, dynamic information-sharing network designed to provide timely and actionable threat information, assessments, and warnings to public- and private-sector security partners. This responsibility includes protecting sensitive information voluntarily provided by the private sector and facilitating the development of sector-specific and cross-sector information-sharing and analysis systems, mechanisms, and processes. 
· InfraGard:  A partnership between the FBI and the private sector. InfraGard is an association of businesses, academic institutions, State and local law enforcement agencies, and other participants dedicated to sharing information and intelligence to prevent hostile acts against the United States.
· Arkansas State Fusion Center: The center promotes the collection, integration, and evaluation of information that has an effect on detecting and preventing criminal or terrorist-related activity. Additionally, it serves as an intergovernmental bridge between Federal, State, and local entities to promote collaboration and information-sharing. In this regard, the Arkansas State Fusion Center assists in enabling law enforcement, public safety, emergency management, and other partners to mutually aggregate, analyze, and disseminate criminal and terrorist-related information.
· Homeland Security Information Network (HSIN): Information sharing network which allows all states to collect and disseminate information between Federal, state, and local agencies.
· Coordinating, facilitating, and supporting comprehensive risk assessment programs for high-risk CIKR, identifying protection priorities across sectors and jurisdictions, and integrating CIKR protective programs.
· Buffer Zone Protection Program (BZPP): DHS program which provides Federal grants to build security and risk-management capabilities in order to secure Tier I and Tier II critical infrastructure sites within the State. These grants are awarded to local law enforcement jurisdictions that, in turn, purchase security related equipment for the sites.  Prior to grants being awarded, site threat assessments are conducted by State and Federal entities. The Arkansas Department of Emergency Management (ADEM) is the lead agency for this program.
· Identifying and implementing plans and processes for threat-based increases in protective measures that align to all-hazards warnings, specific threat vectors as appropriate, and each level of the Homeland Security Advisory System (HSAS).
· HSAS is accomplished on a State level by ADEM.
· Integrating efforts for the protection and recovery of CIKR, including analysis, warning, information sharing, vulnerability reduction, and mitigation activities and programs.
· Documenting and sharing lessons learned from exercises, actual incidents, and predisaster mitigation efforts and applying those lessons, where applicable, to CIKR protection efforts.
· ADEM’s Training and Exercise Branch (Preparedness Division) is the overseer of the State’s HSEEP (Homeland Security Exercise and Evaluation Program) program and as such, facilitates exercises dealing with CIKR. 

State departments and agencies provide support consistent with their CIKR-related statutory or regulatory responsibilities. Also considered are their designated functions as Emergency Support Function (ESF) primary or supporting agencies or coordinating or cooperating agencies for other related National Response Framework (NRF) Support or Incident Annexes.

As the primary agency, ASP collaborates with private-sector entities to encourage:
· Supporting comprehensive risk assessment and management programs for high-risk CIKR. There are several notable organizations that ASP and ADEM are associated with:
· Highland Park Security Working Group (HPSWG) – Defense Industrial Base (DIB) organization which is a security partnership of DIB members and Federal, State, and county government agency representatives, working in the two county areas of Calhoun and Ouachita counties in southern Arkansas.
· Arkansas Maritime Security Committee (AMSC) – transportation systems sector organization which includes representatives from Federal, State, and local governments as well as industry and the public sector. Responsibilities include: (1) identify critical maritime related infrastructure and operations; (2) identify risks; (3) determine mitigation strategies and implementation methods.  ADEM hosts quarterly meetings at its facility.
· Arkansas Water and Wastewater Response Network (WARN) – water sector network of water/waste water utilities helping other utilities to respond to and recover from emergencies. ADEM maintains a position on the State executive committee.
· Critical Infrastructure Protection Working Group (CIPWG) – energy sector organization whose purpose is to advance the physical and cyber security of the electricity infrastructure within the Southwest Power Pool (SPP) region.  

· North West Arkansas Community College Private Sector Working Group (NWACC) – A collaboration of higher education and private sector representatives working together to promote productive working relationships between the private sector and state entities.  ADEM maintains a position in the group.
· Sharing real-time incident notification as well as CIKR protection practices and processes.

· Developing information-sharing and analysis mechanisms to include consideration of physical and cyber threats.

· Promoting security-related information sharing among public/private entities.
ESF’s are activated to provide support for evolving CIKR-related incident management requirements by:

· Providing authorities, resources, program implementation, and support required for infrastructure-related response, recovery, and restoration within the impacted area.

· Serving as key points of coordination to address CIKR issues and concerns relating to the impacted area.
State and local government entities establish security partnerships; facilitate information sharing, and enable planning and preparedness for CIKR protection within their jurisdictions. ASP is responsible for:

· Developing and implementing Statewide CIKR protection programs integrated into homeland security and incident management programs.

· Serving as crucial coordination hubs, bringing together prevention, preparedness, protection, response, and recovery authorities, capacities, and resources among local jurisdictions, across sectors and regional entities.

· ADEM specifically acts as a conduit for Federal assistance requests when the threat or incident situation exceeds the capabilities of public- and private-sector security partners in their jurisdictions.
· Ensuring sensitive CIKR related information is handled and safeguarded in accordance with the Protected Critical Infrastructure Information (PCII) program or other appropriate guidelines. The PCII Program, which operates under the authority of the Critical Infrastructure Information (CII) Act of 2002, provides a means for sharing private-sector information with the government while providing assurances that the information will be exempt from public disclosure and will be properly safeguarded. 
This program defines the requirements for submitting critical infrastructure information as well as the requirements that government entities must meet for accessing and safeguarding PCII. ADEM maintains the PCII Officer position for the State.
· Private-sector CIKR owners and operators are responsible at the corporate and individual facility levels for risk and incident management planning, security, and preparedness investments. 
III.  ORGANIZATION
A. CIKR Support for Incident Management Actions
The CIKR support function is structured to apply the NIPP risk management framework to produce prioritized recommendations for CIKR protection and restoration in the context of incident management. ASP, support agencies, and other government and private-sector security partners continuously conduct situational awareness assessments, analyses,  information-sharing activities and facilitate requests for information and assistance through normal activities to better prepare for response, recovery, and restoration actions during an incident.


Key elements of these daily CIKR support missions include:


Situational Awareness
· Monitoring information flow and threats to become aware of an incident or potential incident.

· Reviewing CIKR data and data inventories.

· Identifying opportunities for mitigation.
· Identifying appropriate response posture for CIKR elements and resources.

Assessments and Analyses
· Maintaining good government/private-sector relationships in order to assess CIKR needs and vulnerabilities.

· Collaborating in preparation for more in-depth assessments and analyses during an incident.


Information Sharing
· Participating in multidirectional information flow between government and private-sector security partners.

· Developing and providing a comprehensive current operating picture (COP) of threats and hazards to CIKR.
· Providing security partners with a robust communications network, including a common set of communications, coordination, and information-sharing capabilities.

· Providing a means for county governments, local governments, and private-sector security partners to be integrated, as appropriate, into the intelligence cycle.
· Maintaining the states’ Automated Critical Asset Management System (ACAMS).  ADEM houses the states’ ACAMS administrator.

Requests for Information/Assistance
· Facilitating real-time transmission of requests and status. 
· Maintaining a comprehensive log and retrievable database of all requests.
During daily operations, ASP, State support agencies, the State Intelligence Fusion Center, and the Joint Terrorism Task Force disseminate a range of all-hazards information products and CIKR protection information to security partners. 
Information dissemination includes the following:

· Threat-related and other all-hazards information products to government and private-sector CIKR security partners, as appropriate.

· Reports from private sector on suspicious activity or potential threats to CIKR.

· Requests for information and requests for assistance.

B.  Pre-response/Initial Actions
Transition from daily operational to pre-response incident-related activities begins with warning of a potential incident or the notification of an incident.
C.  CIKR Information, Assessment, and Analytical Products
Examples of information, assessment, and analytical products include:

· Incident Reports: Evaluate information received initially through news media, Internet, CIKR owners and operators, and other sources.

· Spot Reports: Provide current situation status and operational snapshot assessment of operational CIKR effects from emerging incidents.
· Threat Warnings: Fuse all source information to provide analysis of emergent threats on a timely basis.

Notification and Reporting
ASP is responsible for coordinating CIKR incident notification and information sharing among State and local entities and CIKR owners/operators. Established DHS systems, such as the Homeland Security Information Network (HSIN), COP, Critical Infrastructure Warning Network, and other sector-based information-sharing mechanisms, are used to create CIKR situational awareness in support of incident operations.
Upon notification of a potential or actual incident, ASP assets coordinate with applicable State and local government agencies to communicate pertinent information.
· ASP will work with the law enforcement communities to assess State security threats. The State Intelligence Fusion Center and other information sharing assets will bring together both intelligence and infrastructure specialists to provide an understanding of CIKR risk. 
Information is produced that supports the response to emergent threats or immediate incidents, as well as strategic planning activities focused on enhancing the protection of CIKR over the long term.
CIKR risk assessment and analysis is a collaborative effort between ASP, support agencies to this annex and other security partners to perform the following:

· Examine existing plans and infrastructure characteristics to assess projected or actual impacts on CIKR in potential incident areas or on CIKR that have been designated as high risk.

· Determine critical failure points within or across CIKR sectors, State cascading effects and other significant issues that could affect CIKR assets inside and outside the immediate incident area.
These assessments and analyses support CIKR protection and mitigation actions prior to an incident and timely response actions during an incident. Results of assessments and analyses are provided to State government decision-makers, ESFs, emergency managers, CIKR owners and operators and appropriate local level government entities.
IV.  RESPONSE ACTIONS

CIKR situational awareness and reporting are essential to providing a consolidated current operating picture (COP) during an incident. 
· Reference the following from the Arkansas State Police Emergency Operations Plan:

· Operating Procedures (sec 1, Page 10)

· Pre-Event Report (sec 2, page 12)

· Officer’s Checklist (sec 4.0, page 17)

· Bomb Threats (sec 9, page 50)

· Contamination Emergencies (sec 10, page 55)

· Earthquakes (sec 11, page 59)

· Evacuations (sec 12, page 61)

· Floods (sec 13, page 65)

· Storm Damage (sec 14, page 68)

· Terrorism (sec 17, page 76)

· The Arkansas State Fusion Center provides coordinated CIKR status and infrastructure-related information supporting the COP by serving as the State collection, reporting and distribution point for CIKR-related information.  
· The Joint Terrorism Task Force (JTTF) is a partnership between the Federal Bureau of Investigation, other Federal agencies, State and local law enforcement and specialized agencies, such as railroad police that are charged with taking action against terrorism, which includes the investigation of crimes such as wire fraud and identity theft. If a CIKR is involved during a terrorism incident or investigation, JTTF information can be shared on a need to know basis. 
Requests for State assistance from CIKR owners and operators typically will be acted upon by ADEM and/or multiagency coordination centers in the affected area, such as the State or local EOC. CIKR owners and operators of public infrastructure in the affected area are required to follow the established application process for Stafford Act disaster assistance.
CIKR-related requests for incident-related assistance may come in through various paths at the local, State, regional or national level. Requests for assistance or information from CIKR owners and operators may relate to a variety of incident-related needs such as requirements for security, impact area access, fuel or accommodations for crews needed to perform critical repair work.
Regardless of the entry point, requests are coordinated, tracked, and channeled to the appropriate authorities and CIKR subject-matter experts from the appropriate cooperating agencies for resolution and determination of the best course of action.
Local and State officials, in most cases, determine the appropriate level at which to consider and/or coordinate support to ensure the most effective response to requests for assistance from private-sector CIKR owners and operators. Local authorities may elect to fill valid requests using local resources. If local resources are not available, they may utilize mutual aid and assistance agreements to access additional resources.
· If all local resources are depleted, including those that can be acquired through mutual aid and assistance agreements, then local officials may forward the request to the State for action. The State may also elect to fill valid requests using its assets or request support from another State using the Emergency Management Assistance Compact or other preestablished memorandums of understanding. If assistance is not available at the State level, officials may forward the request to the Federal level.
V.  POSTRESPONSE ACTIONS
As an incident is brought to closure, incident-related activities transition back from response to normal operations. Concurrently, the after-action report is prepared.
After-action reports are developed following an incident to detail operational successes, problems and key issues affecting management of the incident. After-action reports include appropriate feedback from all State, local, nongovernmental and private-sector partners participating in the incident (ref ASP EOP, After-Action Report, sec 3, page 16)
VI.  RESPONSIBILITIES
Coordinating and Primary Agencies 
ASP is both the coordinating and primary agency for the CIKR Support Annex. In this context, ASP is responsible for the following:

· Developing plans, processes, guidance partnerships and facilitating coordinated CIKR protection with the private sector during both day-to-day operations and incident response.

· Sharing and protecting information on sensitive CIKR-related matters such as threats, warnings, response activities and operational status—before, during and after an incident.

· Informing and educating private-sector owners and operators, local governments and other security partners on AR EOP, NRF and NIPP content and encouraging and facilitating the development and coordination of equivalent planning for CIKR protection both for daily operations and during an incident.
· Coordinating and conducting incident management exercises, training events and working meetings with the private sector and local governments. 
· Developing, implementing and operating information-sharing and communication strategies, processes and systems with CIKR security partners.
Support Agencies
This section discusses responsibilities of all support agencies (see Table 1).  All support agencies are responsible for the following:

· Working in collaboration with CIKR private-sector security partners, owners and operators.

· Conducting operations relating to CIKR identification, prioritization and protection using their own authorities, subject-matter experts, capabilities, or resources.

· Providing available personnel, equipment or other resource support.

· Participating in training and exercises aimed at continuous improvement of CIKR-related prevention, response and recovery capabilities.
· Proposing to ASP, new technologies or procedures that have the potential to improve performance within or across CIKR protection functional areas.
Table 1 – Agencies and Functions
	Agency 
	Functions 

	Arkansas Agriculture Department
	· Serves as the Sector Specific Agency (SSA) for the Agriculture and Food Sector. 

· Advises and assists in assessing impacts to meat, poultry, egg, fish, cultivated/harvested food crops and forestry products. 

· Coordinating agency for ESF #11 – Agriculture and Natural Resources

	Arkansas Department of Information Systems  
	· Works with State agencies, local government, private-sector, research, academic, and other organizations to improve cyber system technology and promote other CIKR protection efforts, including use of authority to ensure timely availability of industrial products, materials, and services to meet homeland security requirements and address economic security issues. 

· Coordinating agency for ESF #2 - Communications

	Arkansas National Guard 
	· Serves as SSA for the Defense Industrial Base Sector, when requested, and, upon approval of the Governor, provides Defense Support of Civil Authorities (DSCA) during domestic incidents. 

· Coordinating agency for ESF #3 – Publics Works and Engineering

	Arkansas Department of Education 
	· Provides guidance and information to the education community regarding education facility protection, both public and private, as a sub-sector of Government Facilities Sector. 

· Helps to ensure the Education Sub-sector gets appropriate attention in steady-State protection efforts as well as in the incident management environment. 

	Arkansas Energy Office 

	· Promotes energy efficiency and emerging technologies through energy education and information programs as well as managing Federal energy funds in the State.
· Serves as an SSA for the Energy Sector. 

	Arkansas Public Service Commission
	· Maximizes customer value and enhances the economic environment of the state by: ensuring safe, reliable and reasonably priced utility distribution service.

· Serves as an SSA for the Energy Sector.
· Coordinating agency for ESF #12 - Energy

	Arkansas Department of Health 
	· Serves as SSA for the Healthcare and Public Health Sector. 

· Serves as SSA for food other than meat, poultry, and egg products portion of the Food and Agriculture Sector. 

· Coordinating agency for ESF #8 – Public Health and Medical Services coordinating resources for public health and medical.

	Arkansas Department of Human Services 
	· Coordinating agency for ESF #6 – Mass Care, Housing, and Human Services.
· Advises and assists in assessing human impacts resulting from natural and manmade disasters. 

	Arkansas Natural Resources Commission 
	· Advises and assists in assessing impacts to natural resources, habitats, public lands, and cultural areas. 

· Manages and protects water and land resources for the health, safety and economic benefit of the State of Arkansas

	Arkansas State Police 
	· Through efforts of the state fusion center,  monitors terrorist threats and investigates actual or attempted attacks on, sabotage of, or disruptions to CIKR.  
· Coordinating agency for ESF #13 – Public Safety and Security
· Responsible for the protection of the State Highway System, the U.S Highway System and the Interstate Highway System (within state boundaries) by routine patrol, drug interdiction operations, enforcement of state traffic laws and other law enforcement actions as needed.

	Arkansas Department of Emergency Management
	· Lead agency for the DHS Buffer Zone Protection Program (BZPP) and Protected Critical Infrastructure Information (PCII) program
· Coordinating agency for ESF #5 – Emergency Management, ESF #14 – Long-Term Community Recover and Mitigation Annex, and ESF #15 – External Affairs

· Serves as the SSA for the Emergency Services Sector 

	Arkansas State Highway and Transportation Department 
	· Collaborates with State Police on matters of transportation security and transportation infrastructure protection. 

· Coordinating agency for ESF #1 – Transportation
· The  Highway Police (a division of the AHTD) is responsible for the protection of the State Highway System, the U.S Highway System and the Interstate Highway System (within state boundaries) by routine patrol, drug interdiction operations, enforcing state  traffic, size and load laws and other law enforcement actions as needed. 

	Office of  State Treasurer 
	· Assesses incident impact to the Banking and Finance Sector.

· Provides expertise on the overall economic impact to CIKR.

· Serves as the Primary Economic Advisor to the Governor.

· Serves as the SSA for the Banking and Finance Sector.

	Arkansas Department of Veterans Affairs
	· Contributes extensive expertise to both the Government Facilities and Public Health and Healthcare Sectors 

·  Staffs and operates Veterans Administration healthcare facilities throughout the state, these include 3 VA Medical Centers, 12 Community Based Outpatient Clinics and 2 Vet Centers.

	Arkansas Department of Environmental Quality
	· Serves as the SSA for the Drinking Water and Water Treatment Systems Sector.

· Serves as primary agency for the ESF #10 – Oil and Hazardous Materials Response Annex, support agency for the ESF #3 – Public Works and Engineering Annex, and coordinating agency for the Nuclear/Radiological Incident Annex.

· Performs oil and hazardous materials as well as water and wastewater response and recovery activities.

	Joint Terrorism Task Force
	· Partnership between the FBI, other Federal agencies, State and local law enforcement, and specialized agencies that are charged with taking action against terrorism.


Table 2 – Critical Infrastructure Key Resources Sectors and Sector Specific Agencies
	Sector 
	Sector Specific Agency (SSA)

	Agriculture and Food 
	· Arkansas Agriculture Department 

· Arkansas Department of Health (ADH)

	Defense Industrial Base                   
	· Arkansas National Guard (AR NG) 



	Energy 
	· Arkansas Energy Office

· Arkansas Public Service Commission

	Healthcare and Public Health 
	· ADH

	National Monuments and Icons
	None in Arkansas

	Banking and Finance 
	· Arkansas Department of Finance and Administration

· Arkansas Banking Department

	Water 
	· Arkansas Department of Environmental Quality (ADEQ)

· ADH

	Chemical 
	· ADEQ

	Commercial Facilities 
	· AR NG

	Critical Manufacturing
	· Arkansas Economic Development Commission

	Dams
	· AR NG

	Emergency Services
	· Arkansas Department of Emergency Management (ADEM)

	Nuclear Reactors, Materials, and Waste
	· ADH

· ADEQ

	Information Technology
	· Arkansas Department of Information Systems (ADIS)

	Communications
	· ADIS

	Postal and Shipping
	· Arkansas State Highway and Transportation Department (AHTD)

	Transportation Systems
	· AHTD

	Government Facilities
	· Arkansas Building Authority – only state agencies are under ABA jurisdiction


State of Arkansas
National Infrastructure Protection Plan
Overview
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The State of Arkansas fully supports and participates in the National Infrastructure Protection Plan.

The state’s protection strategies include actions to mitigate the overall risk to CIKR assets, systems, networks, functions, or their interconnecting links. In the context of the NIPP, this includes actions to deter the threat, mitigate vulnerabilities, or minimize the consequences associated with a terrorist attack or other incident.

Arkansas approved and adopted its Protected Critical Infrastructure Information (PCII) Standard Operating Procedures (SOPs) in April 2009.  Arkansas also approved and adopted its Automated Critical Asset Management System (ACAMS) Standard Operating Procedures (SOPs) in February 2010.  These documents are the base guidelines for the ACAMS Program for the state.  The state’s ACAMS administrator works closely with the Department of Homeland Security Protective Security Advisor for the state to coordinate the Arkansas ACAMS database.

The Arkansas Department of Emergency Management (ADEM) assists state and local jurisdictions in obtaining grant funding to be used for the enhancement of CIKR protection.  ADEM representatives actively participate in assistance with Port Security Grant Programs and Buffer Zone Protection Programs.

An ADEM representative chairs the Arkansas Homeland Security Advisory Group.  Other ADEM representatives sit on the group also.  This group guides the Homeland Security Grant Program funding expenditures to ensure spending is in support of the states’ overall protection strategies and the NIPP.
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