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Terrorism Incident Law Enforcement and Investigation Annex

Coordinating Agency:
· Arkansas State Police (ASP)
Primary Agency:  
· Arkansas State Police

Support Agencies:  
· Arkansas National Guard (AR NG)
· Arkansas Department of Emergency Management (ADEM)
· Arkansas Department of Environmental Quality (ADEQ)
· Arkansas Department of Health (ADH)
· Arkansas State Fusion Center

· Joint Terrorism Task Force (JTTF)
· Arkansas Highway Police (AHP)
Authorities and References:
· National Response Framework

· National Incident Management System

· USA PATRIOT Act of 2001 (42 U.S.C. 5195c(e))

· HSPD – 5:  Management of Domestic Incidents
· HSPD – 3:  Homeland Security Advisory System
· Homeland Security Information Network

· U.S.C. - Title 18, Part I, Chapter 113B (Terrorism)

· U.S.C. - Title 50, Chapter 34 (National Emergencies)

· Arkansas Code - 5-54-205. (Terrorism)
· Arkansas Code - 5-54-202. (Soliciting material support for terrorism — Providing material support for a terrorist act)
· The Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations

· EO 12333 – United States Intelligence Activities

· EO 13356 - Strengthening the Sharing of Terrorism Information to Protect Americans 

· EO 13388 – Further Strengthening the Sharing of Terrorism Information to Protect Americans 

· Title 28: Judicial Administration, Part 0 – Organization of the Dept of Justice, Subpart P—Federal Bureau of Investigation, § 0.85   General functions (l)
· Army and Air National Guard Policy and Terrorism and Homeland Security Policy

· Arkansas State Police Emergency Operations Plan

· State of Arkansas Continuity of Operations Plan – State Police

· Arkansas State Police General Operations Policy Manual
· Arkansas State Fusion Center Standard Operating Procedures
I.  
INTRODUCTION 

    
A.  Purpose 

The purpose of this annex is to facilitate an effective State law enforcement and investigative response to all threats or acts of terrorism within the state, regardless of whether they are deemed credible. To accomplish this, the annex establishes a structure for a systematic, coordinated, unified, timely, and effective State law enforcement and investigative response to threats or acts of terrorism within the state.

B.  Scope 
This annex is a strategic document that:

· Provides planning guidance and outlines operational concepts for the State law enforcement and investigative response to a threatened or actual terrorist incident within the state.

· Acknowledges and outlines the unique nature of each threat or incident, the capabilities and responsibilities of the local jurisdictions, and the law enforcement and investigative activities necessary to prevent or mitigate a specific threat or incident.

C.  Policies 
Arkansas regards terrorism as a potential threat to its security, as well as a violent criminal act, and applies all appropriate means to combat this threat. In doing so, the State vigorously pursues efforts to deter and preempt these crimes and to apprehend and prosecute directly, or assist foreign  governments in prosecuting, individuals who perpetrate or plan terrorist attacks. 

To ensure the policies established in applicable Presidential directives are implemented in a coordinated manner, this annex provides overall guidance to State and local agencies concerning the law enforcement and investigative response to potential or actual terrorist threats or incidents that occur in Arkansas, particularly those involving weapons of mass destruction (WMD),  chemical, biological, radiological, nuclear, or high-explosive (CBRNE) material. 

D.  State Agencies

Per Homeland Security Presidential Directive 5, “The Attorney General has lead responsibility for criminal investigations of terrorist acts or terrorist threats by individuals or groups inside the United States, or directed at U.S. citizens or institutions abroad, where such acts are within the Federal criminal jurisdiction of the United States, as well as for related intelligence collection activities within the United States, subject to the National Security Act of 1947 and other applicable law, Executive Order 12333, and Attorney General approved procedures pursuant to that Executive order. Generally acting through the FBI, the Attorney General, in cooperation with other Federal departments and agencies engaged in activities to protect our national security, shall also coordinate the activities of the other members of the law enforcement community to detect, prevent, preempt, and disrupt terrorist attacks against the United States. Following a terrorist threat or an actual incident that falls within the criminal jurisdiction of the United States, the full capabilities of the United States shall be dedicated, consistent with U.S. law and with activities of other Federal departments and agencies to protect our national security, to assisting the Attorney General to identify the perpetrators and bring them to justice. The Attorney General and the Secretary shall establish appropriate relationships and mechanisms for cooperation and coordination between their two departments.”
That being said, the law enforcement and investigative response to a terrorist threat or incident within the State is a highly coordinated, multi-agency event, involving not only Federal agencies, but State, county, and local government as well. In support of this mission, State agencies have primary responsibility for certain aspects of the overall law enforcement and investigative response (ref II.B. Concept of Operations, State Support).
E.  Deployment/Employment Priorities

In addition to the priorities identified in the National Response Framework, the law enforcement and investigative response to terrorist threats or incidents is based on the following priorities:

· Preserving life or minimizing risk to health, which constitutes the first priority of operations.

· Preventing a threatened act from being carried out or an existing terrorist act from being expanded or aggravated.

· Locating, accessing, rendering safe, controlling, containing, recovering, or disposing of a WMD that has not yet functioned, and disposing of CBRNE material in coordination with appropriate departments and agencies.

· Apprehending and successfully prosecuting perpetrators of terrorist threats or activities.
F.  Planning Assumptions and Considerations

In addition to the planning assumptions and considerations identified in the National Response Framework, the law enforcement and investigative response to terrorist threats or incidents, particularly those involving WMD and CBRNE material, are based on the following assumptions and considerations:

· A terrorist threat or incident may occur at any time with little or no warning, may involve single or multiple geographic areas, may result in mass casualties and may involve varying degrees of property damage.
· The suspected or actual involvement of terrorists adds a complicating dimension to incident management.

· The response to a threat or actual incident involves law enforcement and investigative activity as an integrated element.

· In the case of a threat, there may be no incident site and no external consequences, therefore; there may be no need for establishment of traditional Incident Command System (ICS) elements such as an Incident Command Post (ICP) or the State Emergency Operations Center (SEOC).

· An act of terrorism, particularly an act directed against a large population center within the State involving nuclear, radiological, biological, or chemical materials, will have major consequences that can overwhelm the capabilities of many county and local governments to respond and may seriously challenge existing State response capabilities.

· In the case of a biological attack, the effect may be consecutively and geographically dispersed, with no determined or defined “incident site.” Response operations may be conducted over a multi-jurisdictional, multi-county region.

· A biological attack employing a contagious agent may require quarantine by State, county and local health officials to contain the disease outbreak.

· If appropriate personal protective equipment and capabilities are not available and the area is contaminated with CBRNE or other hazardous materials, it is possible that response actions into a contaminated area may be delayed until the material has dissipated to a level that is safe for emergency response personnel to operate or until appropriate personal protective equipment and capabilities arrive, whichever is sooner.

G.  Situation

The complexity, scope, and potential consequences of a terrorist threat or incident require that there be rapid and decisive measures taken to resolve the situation. The resolution to an act of terrorism demands an extraordinary level of coordination of law enforcement, criminal investigation, protective activities, emergency management functions, and technical expertise across all levels of government. The incident may affect a single location or multiple locations, each of which may be an incident scene, a hazardous scene, and/or a crime scene simultaneously.
II. Concept of Operations


A.  Command and Control

The FBI is the lead agency for criminal investigations of terrorist acts or terrorist threats and intelligence collection activities within the United States. Investigative and intelligence activities are managed by the FBI from an FBI command post or Joint Operations Center (JOC). The command post or JOC coordinates the necessary Federal law enforcement assets required to respond to and resolve the threat or incident with other Federal, State, tribal, and local law enforcement agencies.
The FBI Special Agent in Charge (SAC) of the local Field Office establishes a command post to manage the threat based upon a graduated and flexible response. This command post structure generally consists of three functional groups: Command, Operations, and Operations Support, and is designed to accommodate participation of other agencies, as appropriate.
When the threat or incident exceeds the capabilities and resources of the local FBI Field Office, the SAC can request additional assistance from regional and national assets to augment existing capabilities. In a terrorist threat or incident that may involve a WMD or CBRNE material, the traditional FBI command post will transition to a JOC, which may temporarily incorporate a fourth functional entity, the Consequence Management Group, in the absence of an activated JFO.
When, in the determination of the Secretary of Homeland Security, in coordination with the Attorney General, the incident requires Federal coordination and a JFO is established, the JOC becomes a section of the JFO and a senior FBI official is appointed as the Senior Federal Law Enforcement Official (SFLEO) and participates as a representative in the Unified Coordination Group. The SFLEO may or may not be the SAC of the local Field Office. In this situation, the JOC Consequence Management Group is incorporated into the appropriate sections of the JFO.
The JOC structure may also be used to coordinate law enforcement, investigative, and intelligence activities for the numerous special events, threats, or incidents that occur each year that do not escalate to incidents requiring DHS to coordinate the overall Federal response.
B.  State Support 
The following state agencies have specific responsibilities during a terrorist related event in the state. In addition to the agencies listed below, there are other State entities that may have authorities, resources, capabilities, or expertise required to support terrorism-related law enforcement and investigation operations. These may be requested to participate in planning and response operations, and may be requested to designate liaison officers and provide other support as required.
· Arkansas State Police (ASP) – ASP enforces Arkansas’s motor vehicle and criminal laws with a special focus upon identifying potential terrorist activity, criminal organizations, fugitives, and persons using Arkansas highways to transport illegal drugs, weapons, or perpetrating other types of crimes. Additionally, ASP maintains a position on the JTTF to assist with terrorism intelligence and anti-terrorism planning. The following summarizes ASP’s responsibilities during a terrorist event:
· Under emergency response conditions ASP will respond to protect life and property when actions to cope with the situation exceed local government capabilities, when assistance is requested by local officials, or when local troopers become involved in the situation.
· Upon notification of a potential or actual situation ASP will notify ADEM.
· ASP personnel will control traffic to allow only authorized personnel and equipment into the incident area.  
· ASP will establish an Arkansas State Police Incident Command Post to communicate with all ASP units assigned, ADEM personnel, and Arkansas National Guard units if activated. (ref ASP EOP, Operating Procedures,  sec 1, page 10; Field Command Post, sec 5, page 34; ASP HQ Coordination Center, sec 6, page 36)
· ASP will establish a perimeter around a damaged area to keep out unauthorized personnel if the size and complexity of a disaster or incident operation requires such a perimeter.  
· ASP will comply with all National Incident Management System (NIMS) procedures to include supervisory functions during ICS implementation.
· Reference the following plans from the ASP EOP.

· Terrorism (sec 17, page 76)

· Bomb Threats (sec 9, page 50)

· Contamination Emergencies (sec 10, page 55)

· Evacuations (sec 12, page 61)

· Reacting to Destructive & Assaultive Groups (sec 16.5, pg 75)

· Manhunts (sec 18, page 78)

· Arkansas Department of Emergency Management (ADEM) – In addition to ADEM’s emergency services mission that would be utilized during a terrorist incident, ADEM also maintains a representative at the JTTF. The following summarizes ADEM’s responsibilities:

· Lead agency for disaster/emergency response planning and response coordination.  ADEM is responsible for advising the Governor, government officials and local governments of the nature, magnitude and possible effects of a terrorist event.
· Coordinate response functions of state government.  This coordination will include liaison with federal agencies, local agencies and private entities.
·  Obtain and coordinate needed resources.
· Notify all involved agencies and will maintain contact as needed for coordination of the event.  This will include periodic updates for the duration of the event.

· Assist and coordinate in the training, planning and preparedness efforts of counter terrorism statewide.


· Arkansas National Guard (AR NG) - Under Title 10 and 32 provisions, the National Guard could react to a Terrorist/WMD incident. The AR NG has numerous assets that could be used during a terrorist incident. The following summarizes AR NG actions during an terrorist incident:

· In the event of a Terrorist attack, the Director of Military Support Office will receive a request from ADEM for support.

· AR NG has the ability to provide communities with manpower and equipment for a wide variety of support roles.  Minimum personnel should be available to perform missions from four to twelve hours after notification. These missions include debris removal; traffic control; crowd control; search and rescue; generators; potable water transport; fuel transport; light and heavy-duty utility vehicles; assess, advise and facilitate WMD emergency response. (Military Support to Civil Authorities – Standard Operating Procedure, MSCA – SOP)
· WMD Civil Support Teams - the mission of Weapons of Mass Destruction Civil Support Teams (WMD-CST) is to support local and state authorities at domestic WMD incident sites by identifying agents and substances, assessing current and projected consequences, advising on response measures, and assisting with requests for additional military support. 
· Arkansas Department of Health (ADH) – ADH supplies public health services during/after a terrorist incident to include drinking water analysis and bioterrorism research/decontamination. The following summarizes ADH’s responsibilities during a terrorist related incident: 

· Designate personnel and equipment available for events involving hazardous chemicals, biological, radiological, nuclear, or other materials affecting public health and safety.
· Coordinate delivery of medical services from unaffected areas to supplement capabilities which have been disrupted or destroyed.
· Assess damage to potable water sources and issuing orders concerning the use of water supplies following any event.
· Assess damage to facilities which supply food and/or pharmaceuticals and will issue orders concerning the disposition of these products.
· Inspect congregate care facilities and other public areas to ensure that proper sanitation practices are followed.
· Coordinate control of disease carrying insects or animals.
· Monitor response to any release of hazardous chemicals or biological materials that might endanger public health and safety.
· Maintain a Medical Surveillance Program to detect any incidents that might potentially be biological terrorism.
· Provide technical expertise, assistance and coordination of laboratory support for incidents involving the use or threatened use of nuclear, biological or chemical acts of terrorism.  Primary responsibility for taking samples and testing will not be an ADH responsibility.
· Serve as lead State Agency for the State’s response to any incident involving nuclear/radiological materials and will issue guidelines for implementation of protective actions.  
· Provide coordination, response and technical expertise through the Bioterrorism Team in response to a bioterrorism threat or emergency.
· Coordinate activation and implementation of the Strategic National Stockpile (SNS) in response to a bioterrorism emergency.
· Coordinate gathering and reporting of information concerning injuries and fatalities.
· Coordinate arrangements for mortuary services in situations when requirements exceed local capabilities.
· Provide 24-hour communications capability through the Emergency Communications Center.
· Co-sponsor for Disaster Medical Assistance Team (DMAT), part of the National Disaster Medical System (NDMS). It is composed of volunteer medical professionals who maintain a cache of federal medical and support equipment (includes tents, generators, food and medical supplies).  DMAT is trained and equipped to establish a field emergency room and be totally self-supporting for three days.  The DMAT is normally activated through the National Response Framework.
· Provide personnel to act as advisors during the recovery phase of a major terrorist event involving materials that affect public health and safety.
· Assist in preparation of any comprehensive report particularly related to ADH’s support activities following event closure.

· Arkansas Department of Environmental Quality (ADEQ) – ADEQ performs air, water, solid waste, and hazardous waste analysis during terrorism incidents. 

There are numerous state associated law enforcement entities which support FBI operations during a terrorism incident. In addition to state, county, and local law enforcement organizations, there are agencies that support and supply information to the field:
· Arkansas State Fusion Center – provides vital service to identify and assess threats that may impact the State. Also serves as a source of intelligence information necessary for anti-terrorist operations planning and as an investigative asset during post-terrorism incidents. A fusion center is an effective and efficient mechanism to exchange information and intelligence, maximize resources, streamline operations, and improve the ability to fight crime and terrorism by merging data from a variety of sources. In addition, fusion centers are a conduit for implementing portions of the National Criminal Intelligence Sharing Plan (NCISP). Their ultimate goal is to provide a mechanism where law enforcement, public safety, and private partners can come together with a common purpose and improve the ability to safeguard our homeland and prevent criminal activity.
· Joint Terrorism Task Force – state and local law enforcement assets are teamed with federal organizations in this FBI sponsored organization. The members are charged with taking action against terrorism by preventing acts of terrorism before they occur, and to effectively and swiftly respond to any actual criminal terrorist act by identifying and prosecuting those responsible.
C.  The Response

Receipt of a terrorist threat may be through any source or medium and may be articulated or developed through intelligence sources. It is the responsibility of all local, State, and Federal agencies and departments to notify the FBI when such a threat is received. As explained below, the FBI evaluates the credibility of the terrorist threat and notifies the NOC, NCTC, and other departments and agencies, as appropriate.
Upon receipt of a threat of terrorism within the United States, the FBI conducts a formal threat credibility assessment in support of operations with assistance from select interagency experts. For a WMD or CBRNE threat, this assessment includes three perspectives:

· Technical Feasibility: An assessment of the capacity of the threatening individual or organization to obtain or produce the material at issue.

· Operational Practicability: An assessment of the feasibility of delivering or employing the material in the manner threatened.

· Behavioral Resolve: A psychological assessment of the likelihood that the subject(s) will carry out the threat, including a review of any written or verbal statement by the subject(s).
III. Organization

Terrorist events create a unique environment in which to manage emergency response.  Local responders are typically the first on-scene during an actual incident.  Local government has the primary responsibility for protecting public health and safety.  The local responders will manage all aspects of the incident until the FBI, by virtue of its legal authority, assumes command of the law enforcement aspects relating to identifying, apprehending, and neutralizing the terrorists and their weapons.  Local and state authorities always maintain control of their response resources and continue to operate while the FBI integrates into the on-scene emergency management system.
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